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Abstract-The increase in usage of messaging apps enables us to collect the encrypted internet traffic.The 
classification of network traffic into different types of in-app service usages can help manage bandwidth and provide 
quality of service. Traditional approach of classification is based on packet inspection such as parsing HTTP 
headers. A system named CUMMA is developed for classifying service usage of messaging Apps, modelling user 
behavioural pattern, network traffic characteristics and temporal dependencies. The discriminative features of traffic 
classification can be extracted based on packet length and time delay. The clustering Hidden Markov algorithm is 
used for decomposing mixed-dialogs into sub-dialog which enables analyst to identify the service usages and 
analyse the behaviour of end user for encrypted internet traffic. CUMMA helps the mobile analyst identify the 
service usage and analyse end user behaviour for encrypted internet traffic, thus improving the effectiveness and 
efficiency of service usage classification. 
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I. INTRODUCTION 

Mobile communication plays an important role in communication that has always been focus on 
exchanging of information among parties at location physically apart. Initially the mobile communication 
was limited between one pair of users on single channel pair. The range of mobility depends on the 
transmitter power, type of antenna used and the frequency of operation. With the increase in the number 
of users, accommodating them within the limited available frequency spectrum became a major problem. 
Cellular telephone systems must accommodate a large number of users over a large geographic area with 
limited frequency spectrum. If a single transmitter/ receiver are used with only a single base station, then 
sufficient amount of power may not be fixed location. The mobile data communication generally refers to 
the infrastructure put in place in-order to ensure that seamless and reliable communication. These would 
include devices such as protocols, services, bandwidth, and portals necessary to facilitate and support the 
stated services. 

 

II. RELATED WORK 

The increased popularity of mobile messaging Apps, such as WeChat[1] and WhatsApps[2] have 
become the hubs for most activities of mobile users.  For example, messaging Apps help people text each 
another, share photos, chat, and engage in commercial activities such as paying bills, booking tickets and 
shopping. Therefore, service usage analytics in messaging Apps becomes critical for business, because it 
can help understand in-App behaviour of end users, and thus enables a variety of applications. For 
instance, it provides in-depth insights into end users and App performances, enhances user experiences, 
and increases engagement, conversions and monetization. A key task of in-App usage[2] analytics is to 
classify Internet traffic of messaging Apps into different usage types. Traditional methods for traffic 
classification rely on packet inspection by analysing the TCP or UDP [8] port numbers of an IP packet or 
reconstructing protocol signatures in its payload. People estimate the usage types of traffic by assuming 
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that messaging Apps consistently transmit data using the same port numbers which are visible in the TCP 
and UDP[12] headers.   ‘However, there are emerging challenges for inspecting IP packet content. For 
example, messaging Apps are increasingly using unpredictable port numbers. Also, customers may 
encrypt the content of packets. In addition, governments have imposed privacy regulations which limit the 
ability of third parties to lawfully inspect packet contents. Moreover, many mobile apps use the Secure 
Sockets Layer (SSL) and its successor Transport Layer Security (TLS) as a building block for encrypted 
communications. 

III. PROPOSED SYSTEM 

The data mining solutions for classifying encrypted Internet traffic data can be generated by 
messaging Apps into different service usage types. Network Traffic Characterization can be carried out 
using Flow-Based Statistics. Network Monitoring System is used in collecting LAN speed and CPU 
speed. By reduction of unwanted memory in the cache the speed of LAN and CPU increased. It can be 
carried out by means of garbage collector which removes unwanted files from the cache memory.  

 Deployment and adaptability aspects can be achieved through mobile data traffic analysis. Security 
can be implemented at sender and receiver side. Authenticity is provided at the user side only authorized 
person can access the services. The number of user, data and time of transaction can be analyzed such that 
in providing security at receiver and sender side of the network. 

 
3.1    Authentication  

In this module, the user login by means of passwords the passwords may be in the form of 
patterns. In this authenticated user can only login such that providing security at the user side for 
accessing the service usage. Services provided may be Image, Text, Audio-video file. 

3.2    Traffic Segmentation 

 Traffic segmentation is carried out by two stage segmentation, with these traffic-flows from 
coarse-grained level named session to fine-grained level named dialog. Session generally start when the 
user open the App and last until user close it. The generated internet traffic during the session is known as 
dialog. 

3.3    Traffic Feature Extraction 

The discriminative features of the network traffic data can be mined from two perspectives:  

 Packet Length  
 Time delay. 

Packet length can be calculated based on bandwidth and size of the packet.  The packet length of video 
stream is larger than the packet length of the text messages. This feature discreteness the distribution of 
packet length into several equal sized k sub-ranges. 

3.4    Usage Type Prediction & Outlier Detection 

 Outlier detection and handling module helps to handle dialogs which are classified as an 
unknown mixture of usages. Dialog is classified as a mixture of usages, the objective is to identify the 
most probable hidden usage mixture. Exploit a clustering HMM to segment mixed dialogs into multiple 
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consecutive sub dialogs of single-type usage. Hidden Markov Model (HMM) is a generative model that 
copes with sequential data, it is   used to capture temporal dependencies (which produce different result 
over different period of time) for enhancing classification accuracy. The CUMMA system is used such 
that identifying the incoming packet length and detecting number of mixed types. It helps to allocated 
different services with different channel such that in managing the bandwidth and provide quality of 
service. 

3.5   Network Monitoring with Memory management 

 Network Monitoring System is used in collecting LAN speed and CPU speed. By reduction of 
unwanted memory in the cache the speed of LAN and CPU increased. It can be carried out by means of 
garbage collector which removes unwanted files from the cache memory.  

 

 

Figure 1: Architecture diagram 

 The figure  represent the system architecture. The security is provided at the user side, security 
provided in the form of patterns and user login by means of app selection. The transaction process can be 
carried out like transfer of services like text file, image file and Audio-Video file. The services can be 
classified based on factors like packet length and Time delay.  The Network Monitoring system is used to 
enhance the CPU and LAN speed. It is used such that it uses the garbage collector to remove the 
unwanted files from the memory. Based on the packet length and time delay analysis the HMM (Hidden 
Markov Model)  is used which uses CUMMA system , helps in extracting traffic, identify mixed type 
usage, segment the session into a dialog. Session is initiated when the user open the app and end until 
close it and the generated traffic during the session is known as dialog. With CUMMA system the 
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services is split into an equal sub-ranges. Each of the services is partioned   with channel 1 for the text 
file, channel 2 for image file and channel 3 for audio-video file. The services reach the destination with 
less time delay due to the removing of unwanted files from the memory. 

 

IV.    RESULT & DISCUSSION  
 

 

 

Figure 2: Snapshot of Complete Service Usage Transfer along the partioned channel. 

The above snapshot shows the service usage classification along the channel using Hidden Markov 
Model by means of CUMMA system. Channel1 is allocated for the text file to transfer to the destination, 
Channel 2 is allocated for the image file to transfer to the destination, Channel 3 is allocated for the 
Audio- Video file to transfer to the destination.      

 

V. CONCLUSION 

Thus a system for classifying service usage using encrypted internet traffic in mobile messaging Apps 
is jointly modified using the temporal dependencies and traffic characteristics. Segmenting the traffic 
data, feature is extracted and classified as sub-dialog. Thus the in-App analyst can be able to identify 
service usage, effectiveness and efficiency of service usage classification by monitoring the network and 
providing security at the user side. 
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