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Abstract---The present use of social media has generated incomparable amounts of social data. Data could be of text, facts or statistics that are accessible by a computer. A particular data is completely useless or until it is transformed into some valuable information. It is essential to examine this enormous amount of data and extracting it into valuable information. Information is able to spread across social networks rapidly and efficiently, hence have currently become at danger to different types of undesired and malevolent spammer/hacker events especially on the post. It is essential to ensure security and privacy policies in social media.  The main investigation of this article is to explore the various existing approaches which addressing the prevention of unwanted blogs or posts on social media websites. Here the challenges and factors which are not yet addressed in blocking unwanted posts are also conveyed.
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I.INTRODUCTION

Within a past few years, social networks have made an extreme change in the social life and it changed the normal web into social web where users and their communities are the centers for online enlargement, commerce, and information distribution. Social networks have an exclusive worth chain which targets different user segments. To find old friends and relatives, we used to inspect Facebook, but if we have to access microblogging then we have Twitter. LinkedIn is well known to preserve a professional resume with a high quantity of contacts or to find a contact from an expert group. Among these Facebook has most visited social network and it has 800 million visitors per month. Twitter is the second best social media network with 250 million guests per month. In recent years LinkedIn has becomes the subsequently evolutionary in social networks, It is mentioned as the world’s best largest professional network and has more than 200 million guests per month. Most of the social hacker targets focus on retrieving user information without user approval for advertising and also editing their post on social media sites. For that, by interfering into the user profile or linking with the user through the fake post are considered as the most practiced techniques. With the improvement of social network security, it becomes enormously easy to make an unauthorized copy of post editing into social networks. Resultantly, it has becoming issues in the social network but it was not addressed by that site even now. Due to this, there occurs a protection lose in sharing the information in the LinkedIn site. So users are unaware about these posts. This becomes more complex and difficult to distinguish between the fake and legitimate post. Even though most of the previous research that are targeted on identifying profile clone, spam information sharing, and interruption detection after it has been shared to many connections, now it becomes the time to pay an attention for finding solutions to distinguish valid and fake post blocking in a starting stage itself in a sensible manner.
Rest of the article is organized as follows
Section II will address the various existing techniques that focus spam detection based on text and how it works according to its attributes. Section III presents a thorough review of various existing works and detecting a spam or filtering of unwanted posts in social media sites using the techniques which are mentioned in the previous section II.Finally, Section IV concludes this work.

 II. SPAM DETECT IN SOCIAL MEDIA
Nowadays, Spammers are exploring the advantages of many social sites.This is for the reason that it has efficiency, effectiveness and it is considered to be a very easy access as they can share the same messages to many users in various form. So there exist a protection loss in sharing the post.
Spams mainly occur in the text context of the post which can hide certain information. Our fundamental problem is to protect our actual post from an unwanted or unrelated post sharing. To save our profile from such kind of spam post we need to design an algorithm which can distinguish the spams in the early stage before the post has been shared to other user profiles. 
This section addresses the various existing techniques that focus spam detection based on text and how it works according to its attributes.
2.1 Content-Based Filters

· Word-Based Filters: A word filter is a script that is typically used on Internet forums or chat that automatically scans the users' posts or comments as they are submitted and repeatedly changes or sensors on particular words or phrases. The most fundamental word filters search only for an exact string of letters, and it can be removed or can easily overwrite them in spite of their context. Further, highly developed word filters make some exceptions for context (such as filtering "butt" but not "butter"), and the nearly advanced word filters may use regular expressions.
	              The algorithm is as follows:
                             • This filter tends to be as ‘classifiers'
	              • Calculates weights (w ) for words so that
                Σ w for words occurring => threshold, when user likes item
                Σ w for words occurring <= threshold, when user dislikes item
· Heuristic Filters: Heuristic filtering makes use of various algorithms and resources to check text or content in particular ways. The word heuristic describes a category of analysis that relies on experience or particular spontaneous criteria, rather than straightforward technical metrics. The main use of high-level algorithms allows for heuristic analysis of content, where humans may program computers to think in assured ways rather than just deploying in a purely quantitative analysis. Heuristic filtering is the commonly used on the Internet to filter email and in filtering the Web access.
· Bayesian Filters: Bayesian filters are a flexible  filter that can guide itself to classify and to categorize new patterns in spam and can be modified by the human user to adjust to the user's exact parameters for identifying the spam. Bayesian filters also have more advantage because they acquire the entire context of a message into concern. For example, not all e-mail with the word "cash" is spam in it, so the filter identifies the probability of an e-mail with the word "cash" being spam based on other content is in the e-mail.
	               This is exactly what we get if we use the Bayes’ rule[1]:
	       P(c/x)=P(x/c)P(c))/P(x)=(P(x/c)P(c))/(P(x/s)P(s)+P(x/L)P(c)
2.2 Machine Learning Approach
Support Vector Machine Classification
Support Vector Machine (SVM) is a supervised machine learning algorithm which can be used for both classification or regression. However,  it is generally used in the categorization of text documents. In this algorithm, each one of the data items is pointing in n-dimensional space (ie) n- the number of features that we have. With the value of each attribute being the value of a meticulous organizer. Then, they carry out classification by discovering the hyperplane that differentiates the two classes extremely well.                                                
	
Applications:  text and hypertext categorization, Classification of images, Handwritten characters can be recognized, Permutation tests
Here’s the summary of the SVM classifier algorithm:
• Training
1. Find α that solve the double trouble (i.e. maximizes L under named constraints)
2. Determine w and b for the optimal hyperplane. Store the values.
• Classification
1.Given a message x, establish its class as a mark (wx+b).
Output:
• TP: True Positive.
• FP: False positive.
• FN: False negative.
• TN: True negative.
• Ac: Accuracy.
• ER: error rate
 III.  REVIEW OF EXISTING WORKS
This section address the various existing works focuses spam detection or filtering of unwanted posts in social media sites using the techniques which are mentioned in the previous section 2
	Mohammad Noor Injadat et. al.,[1] and also their co-authors discovered to survey for analyzing the various data mining techniques that were utilized by social media that sandwiched between 2003 and 2015. They started at three stages such as planning, conducting and reporting phases. At the planning phase, they created a review protocol which consists of six stages: specifying research questions based on we designed the search strategy referring to the first stage to retrieve the required and related articles. They also identified the search terms and article selection process, which is required for an accurate search. Stage three covered the selection criteria which specify the inclusion and exclusion rules, designing the search policy, identifying the study collection procedures, specifying the excellence measurement rules, detailing the data withdrawal strategy, and synthesizing the extracted data 
Limitations: 
· The study is restricted to journal and Tier1social network- related conferences papers in the field of various data mining techniques and in social media networks
· Another limitation is that having public social media datasets with clear explanation has a tough task because the character of social media data is shapeless with dissimilar data types such as text, videos, images and this makes the social media datasets to be more complex and also in mixed format 
According to Samar M.Alqhtani et al.[3] develop an accurate and effective event detection method to detect events from the Twitter stream.It was based on text and Image.They develop advanced algorithms for event detection, especially for text and image in social media data. The text is calculated using the term frequency-inverse document frequency (TF-IDF) method. Then it detects the event based on an image only by using visual features including the histogram of oriented gradients (HOG).This algorithm will be used in advance to fuse different features that can be extracted from multimedia data in Twitter. Twitter stream to pick up tweets having both text and photos, and store them into a database.Then, they detected the event in text data and image data only, and fuse the image with the text in.Tweets are classified  based on the score of threshold  ie)If the text mining is not reliable then the tweet is classified using the image only, otherwise, the tweet is classified using the text. 
Limitation: There are the different method of fusion for text and image features that are more effective features which can make the event detection better. Factor: Best Accuracy
 	Chao Chen and Jun Zhang et al.[5] has proposed a fundamental evaluation of conventional machine learning algorithms on detecting a  streaming of spam tweets.They performed this evaluation by 1) Gathered a huge number of about 600 million public tweets then 2) Applied on Trend Micro's Web Reputation System and labeled it as numerous as 6.5 million spam tweets and applied on machine learning-based spam classification algorithm.They also extracted 12 light-weight features which are able to differentiate spam tweets and nonspam tweets from this labeled dataset. 3) Furthermore, they used CDF records to illustrate the characteristics of extracted texture.
Outcome: They also found that classifiers have the capacity to sense Twitter spam that can be reduced in a real-world situation since the unnecessary data brings bias. They also identified that quality discretization that was an important preprocess to Machine language-based spam detection.
Limitation: Increasing training data only cannot get more profit to detect Twitter spam after a definite number of training samples.
Factor: High performance
	Kayode Sakariyah Adewole et al., [4] presented a comprehensive review of related studies that deal with detection of malicious accounts on social networking sites. They focused on spam account, fake account, compromised account, and phishing detection. They detected fake and compromised accounts, the score retrieval component needs to first extract the previous user's history together with the current ratings and then pass the scores to the aggregator module. The aggregator module processes the scores and generates a unique value based on the user's behavioral scores submitted for evaluation.
Factors: Feasible, Better Behavioral activity, Efficiency to classify
Outcomes: Developing system for malicious accounts detection in social networks has been developed
	Chenwei Liu and Jia-Wei Wang et al,[2] presented to solve the problem of detecting the spam comments posted on Chinese micro-blogs, through a combination of methods based on a deep learning model and statistical analysis. The Self-Extensible Spam Dictionary employs the deep learning Model of Skip-Gram, whose process of building is divided into three progressive stages: (1) Subjectivity Judgment, which is employed to find out the semantic distinctions of words, dividing each word into either normal or spam; (2) Category Judgement, which is used to demarcate a word or phrase from the comments as an AD or vulgar category; (3) Weight Judgment, which is used to measure the extent of subjectivity and category, that is, the spam extent of a word or phrase in the AD or vulgar category.
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Outcome: This survey is defined the spam weight and spam proportion of a single comment as the two critical attributes in our Proportion-Weight Filter model to detect spam comments of different lengths.
Factors: It has the high degree of accuracy with 96.2%.
	Walid Magdy et. al., [6] introduced an adaptive microblog filtering task that focuses on tracking topics of broad and dynamic nature. They proposed a work of achieving higher recall levels than the typical Boolean method to better model the spectrum of relevant tweets to the broad topics, maintaining high precision levels to minimize the amount of noise within the collected tweets, self-adapting to the changes occurring to the topics over time, since these topics are highly dynamic They evaluated filtering approach by means of 6 broad topics, all were tested on 4 different time periods. Experimental results showed that, on average, their approach achieved 84% increase in recall relative to the baseline approach, while maintaining an acceptable precision that showed a drop of about 8%. Their filtering method is currently implemented on TweetMogaz, a news portal generated from tweets. The website compiles the stream of Arabic tweets and detects the relevant tweets to different regions in the Middle East to be presented in the form of comprehensive reports that include top stories and news in each region.
Outcomes: 
· The effectiveness of their approach with capturing different spellings of terms related to the topic. 
· Although this approach is tested on Arabic topics and microblogs, it is language-independent and general enough to apply to posts and topics of other languages.

Factors: Effective filtering, High Potential	
T.Priyanka presented a three-way decision approach is proposed with Social network Aided Personalized and effective spam filter (SOAP) for detecting spam to obtain the requirements [7]. SOAP includes a social network which contains the social relationships and user (dis)interests into the email network. In this spam filter, users register their emails in the client of SOAP and are optimistic to supply their social information, for example, religions, occupations, and social relationships, to avoid spam. Each node joins to its social friends in the nearby stored friend's list. SOAP has been used by each node in a network to collect information and check spam autonomously mainly used to accept, reject, or to further-examing of an incoming email. The emails of further exam must be simplified by gathering further information
Benefits:
· The advantage of this  work is that it gives a more practical opinion to users for using their emails, thus reduces the misclassification rate.
· The experimental result provides a better result in real world dataset when compare with the existing spam filtering approaches. 
Factors: Scalability, high performance, accuracy rate
			Table 3.1 Summary of Review Works


	S. No.
	Authors
	Contributions
	Merits
	Challenges/Demerits

	1.
	Mohammad Noor Injadat et. al.
2016
	Analyzing the data mining techniques that were utilized by social media networks between 2003 and 2015.
	It provides good source of information.
	Some data mining techniques are still raw and require more effort.

Social media data sets with description is a challenging task

	2.
	Samar M.Alqhtani et al.
2015
	Developed  fusion algorithm for event detection  for text and image in twitter.
	It is more effective in mining process and for performing different events.
	Many features are not yet addressed.

	3.
	Chao Chen and Jun Zhang et al.
2016
	Proposed  a fundamental evaluation of conventional machine learning algorithms on detecting a  streaming of  spam tweets.
	The classification are automatically done by using machine learning algorithm.
	The training data set is not updated Automatically.

	4.
	Kayode Sakariyah Adewole et al.,
2016
	Detected malicious
accounts detection in social networks with specific accounts.
	It improves malicious account detection because of combining content / behavioral and network information with real-time
scalable data analytics.
	Does not predict scalable malicious account and also there is a need for better approaches to mine large social network graph for malicious accounts detection.









	5.
	Chenwei Liu and Jia-Wei Wang 2016
	Detecting the spam comments posted on Chinese micro-blogs, through a combination of methods based on a deep learning model and statistical analysis.
	It has high precision 
rate and recall rate.
It validates effectiveness and accuracy.
	Number of identifiable areas are not improved 
Not considering the spam comments without relationship.

	6.
	WalidMagdy
2016
	Proposed a totally unsupervised approach that adapts to fresh aspects of the subject to recover related microblogs.
	It provides high-quality  performance for filtering approach.
	No manual update for a large number of queries.

	7.
	T.Priyanka 2014
	Three-way decision approach based on Bayesian decision theory is introduced to SOAP for classification of spam details.
	It provides a more reasonable feedback to users for using their emails, thus minimizes the misclassification rate.It permits the likelihood of rejection, i.e., of refusing to take a decision. 
	It causes false positive and negative rate.



EXISTING SOCIAL MEDIA SCENARIO
FACEBOOK
There are about 1.65 billion monthly lively users, It is one of a lot of popular platforms.It is not only for individual use but also used for business. For businesses, Facebook is a major place to share photos, general news, and updates with those who follow or “like” you. It has reached a great extends only because of its fans on business that comes on the Facebook page and to discover what is going on in the company or look at events.
Once we have produced a strong following then it is essential to change status updates or photos or to share products, offers, services etc. It also provides us to post things that get the viewers to connect with the posts that we are posting. Then they will click, “like,” comment on, and share. The further more people are also attractive toward the post that appears in others timelines.
It is essential to keep in mind that lots of users use Facebook as a personal network to connect with their friends and relatives. Facebook is debatably the greatest social media and social networking site out there. The users in Facebook always have to connect with their family members, friends, work colleagues, and you can even meet new people on Facebook.
The real benefit of Facebook is that it is a real-time social networking site. Thus if it was made it with best sources to stay updated with the latest news and information then it will become a great anti- spamming site. The major disadvantage is that the news frequently goes viral on Facebook, and use it to announce important things in concerning their products/services.

Another demerit is that Bloggers and internet marketers can access to popular blog fan pages and by keeping themselves aware about the latest updates.
TWITTER
Twitter is a fast-paced, short, and simple way to connect with the audience. There are 310 million registered users are growing in twitter, Twitter has a sea of information of about 140 characters or less content waiting to be read, followed, clicked, and re-tweeted.
Twitter generates 175 million tweets every day and allows to share quick pieces of information and photos to drive people back to site or landing pages. 
People go behind for the reason that they like what the others have said, but often also to employ in conversation. Like Facebook, it also asks over and takes action by replying to questions, respond to mentions and direct messages. It is as useful for forceful traffic as it is for client service.
Hashtags (#) are your key tool in Twitter. These tags allow us to reach wider viewers than their followers by being involved in existing conversations.
People often uses a hashtag for searching specific information.
Twitter has also spam problem like other social networking sites. Some twitter users only by tweeting their products, blog or links and also a few user sends a spam messages or they spam by uploading the same tweets once again. Twitter also face the overfilling problem that is mainly due to large numbers of a user so it is getting crashed.
LINKEDIN
LinkedIn is different among of the social media because it is particularly designed for business and professionals. Users mainly login into their LinkedIn accounts to display their job experience and professional views and making it one of the most important platforms to use for those in Business to Business.
It has features like LinkedIn Pulse, Company Pages, Mail, Groups, and Get Introduced and the capacity to see who has viewed our personal profile.It is a most valuable tool not only forceful traffic but prospecting and also establishing thought leadership and recruiting.
Its main aim is to connect with other professionals, raises career or business, learn from people about their work experience.
It Doesn't let the truths away from LinkedIn, it is a large tool with few main drawbacks that post content is editable. But the availability of such a powerful social network also warrants a new set of rules in good manners. Once It is familiar then it works the best ways to reach out and to built more connections,  to build a network of professional relationships and take advantage of everything the platform has to offer. 

In fact, data shows that LinkedIn is especially helpful when it comes to landing higher-paying jobs informal recruitment is a favorite of hiring managers. But there exist the protectivity loss for the post that was posted in LinkedIn.




LIVE SCENARIO
In LinkedIn site the information that others share to us are editable so this may lead to actual information hiding to the users and some users are unaware of this editable post. So actual information is seen only if we click on to the post for further details. However, so many professionals are also affected without getting the actual information.
As we compare to the other sites such as Facebook, Twitter etc. In Facebook while sharing the post the shared post will contain the information from where the post has been originally shared (ie. Profile/page name, content, and URL) same as like that of Twitter. While coming to sharing option Facebook, Twitter the post can be shared on other social sites but in LinkedIn the post can be shared on the site so there is lacking in sharing of information to all other professionals who are not in Linkedin site.
KEY CHALLENGES
The issues that we draw closer are data collection and fake profiles identification in LinkedIn. Due to its privacy policies it difficult to collecting the data from it and it is highly restricted. There are too many cleavages for post sharing in the LinkedIn news feed due to sharing and uploading. LinkedIn needs to remain the feed furthermore professional for users.
Secondly, there is a limitation of 15 messages/month can be sent on the number of people that we can send a message directly through LinkedIn without being connected to them. This applied to group owners, moderators and managers can make it challenging for reasonable larger LinkedIn groups.
LinkedIn says it's growing, but there are lots and lots of inactive accounts that should be removed after a certain period of time. It Keeps the active users and allows the others to go by their wayside and there is less update to their profiles.
ISSUES THAT ARE NOT ADDRESSED
Currently, there are many issues in LinkedIn. LinkedIn is considered as the highly recommended social network website for professionals and it has an extraordinary growth as compared with other similar social networks. It is a famous for preparing a digital resume where users can list all their bio-data and keep the list of professional contacts as their references. In addition, there is a high trend of recruiting people for different professions by referring to the LinkedIn profiles. The main Attribute to all these facts is that creating fake LinkedIn profiles and modification in the post is increased extremely.
On the other hand, There is also a denial of connection request message to our email if anyone sends a request for connection and also in searches very few peoples are listed.
IV. CONCLUSION
	In this article, we studied a various related work about spam detection and its techniques such as content-based filtering methods and support vector machines.These approaches are useful in classification of texts and to detect the spam using different algorithms. In future, we propose a system like  LinkedIn sites to restrict the unwanted posts while sharing the information and to maintain the original posting information.
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